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Disclaimer
The content of this newsletter is confidential and intended solely for GPs and Practice Managers in Rotherham. 

	
Levemir Switch

DSNs were unaware that primary care is not contracted to initiate/change insulin, nor do they have the knowledge or capacity to take on this work. DSNs unfortunately don’t have the capacity to manage all 600+ patients who need the switch either. They have changed a few patients over already, taking an initial 45min consultation. The LMC will send out a survey to practices, to see who could take on the workload IF funding is available (DSN’s happy to train staff). The LMC are currently seeking a solution with the ICB. 

Meanwhile practices are reminded that it isn’t core GP work to do Insulin switches, and if you have neither the capacity nor knowledge to do this work you should identify your patients and refer into the DSN service.

Admittance to AMU for adults, from primary care Clinicians

Over the past few months, we have become aware that Transfer of Care Hub (TOCH) staff have been declining GP referrals to AMU. There has been no formal change to the pathway; however, this has developed gradually due to pressure on AMU bed availability, the lack of overflow space, and new TOCH staff being unaware of previous pathways. As there is currently nowhere to hold patients safely when AMU is full, we have been asked to send patients who require admission but do not meet MSDEC criteria directly to UECC. RDGH is currently reviewing admission pathways and will look to relaunch these with joint communication and education soon.

Tirzepatide LES

As recently advised, whilst the LMC welcomes the opportunity for practices to consider providing this service to Rotherham patients we feel that the current specification needs to be significantly simplified for the funding offered. As always, the final decision rests with individual practices.
Orthopaedic Triage Service

The OTS (Orthopaedic Triage Service, previously MKATS) is currently unable to arrange blood tests (they can add requests to ICE but cannot take the samples) and cannot order Nerve Conduction Studies. Rotherham Place has been asked to explore IT solutions, as these requests are currently being redirected back to GPs, despite this being secondary care workload, which is not within our contract and is highlighted in the Interface Consensus document. OTS has also asked that Primary Care does not assure patients they will receive an MRI, as scans will only be arranged if clinically appropriate.
Dietetics

The LMC have met with dietetics (Claire Denning) and gastroenterology (new consultant Dr Mohammed Hussain). Dr Hussain is looking into a pathway for dieticians to request bloods themselves with support from the gastroenterologists as they are not currently able to request bloods.  If the dieticians have specific concerns about a patient and ask for investigations to be done whilst this pathway is being worked up it is reasonable for them to refer back to the GP for consideration of this.  Also discussed direct dietician to Gastro referrals - all in agreement this is sensible and in line with consensus interface document. The practicalities of this are being raised at the hospital at by the dietetic department.

Dietetic Infant Feeding Pathway

The dietetic infant feeding clinic is currently seeing a third of all infants in Rotherham and is consequently struggling to see in a timely manner.    The service are planning new referral forms with clearer criteria on what infants they are able to see, for non-suspected allergy feeding issues the 0-19 service are most appropriate to review.  

Haematology and Sleep study referrals 

The haematology consultants have written an updated version of Haematology Top Tips, which is currently being finalised and will then be added to the Your Health Rotherham Top Tips resource. This is really helpful regarding those minor abnormalities that we can manage in primary care. There are also hopes for a PLT education session to accompany this.

Dr Alfred presented the department’s A&G figures: they respond to approximately 150 A&G requests per month, with the overwhelming majority answered within two working days.
Their request to us in primary care is to ensure that all relevant information is included in A&G submissions to allow them to provide a considered and accurate response. Also if there is uncertainty about whether a case meets haematology 2WW criteria, they advise using A&G in the first instance.

And a reminder to all clinicians new to Rotherham primary care that the MGUS red amber green risk flowchart and patient leaflet is already on toptips.
Non-medical Prescribing (NMP) Guidance & Matrix

Lyndsey Hamilton, Business Support Officer, SYICB writes: To support NMP’s / IP’s in primary care, we have written a policy/framework, an audit tool (appendix 2) and a matrix of employer responsibilities (appendix 3) towards those who they employ who have qualified at NMP’s: 

https://mot.southyorkshire.icb.nhs.uk/search?locations=south-yorkshire&q=NMP

All of this is guidance to support you. It does not supercede any local guidance you have written but is intended to support/guide it. We are aware that for many small practices, the additional resource of doing something like this is not within your capacity so this is a collection of local guidance based on national policies and documents. It has been checked and ratified at local level by South Yorkshire ICB Chief Medical Officer, Chief Pharmacy Officer and Chief Nursing officer as well as engagement with local stakeholders. It will support your CQC requirements and the individual clinician’s clinical practice and revalidation. 

PC Onboarding & Data Sharing

The LMC have been asked to remind practices to consider signing the data sharing agreement for InSYghts, which will help in the assessment and delivery of the neighbourhood Health programme. We discussed this last year and the LMC view is that the data shared is anonymised and there is oversight by GPs of what the data is being used for, so it’s ok to sign up.

Helen Stone, Senior Product Manager, writes: In the Data processing agreement (NECS DPA for SYBICB Practices):



Please enter your practice code, practice name on page two, Practice name and address on page four, contact details on page twelve and thirteen, a contact email address on page sixteen and Sign on page seventeen / eighteen and sign the appendix on page twenty-two and then return both agreements as full documents to the above mailbox address.

We are happy to accept digital signatures if they come from the signatories' direct email address, and please return the document in full. These can be done through DocuSign or via adding a digital signature via the pen within the drawing tool in word and return to the email inbox syicb.primarycaredata@nhs.net 

What happens after signing up? Once the Data processing agreement has been returned, we will send out instructions from the North of England commissioning support unit (NECS) giving a step-by-step guide to how to activate your system ready for the first extract – they are already doing this for areas in West Yorkshire so have an established process in place and will be on hand to support.

We are looking for representatives interested in governing how we use this data to join the Primary Care Data Advisory Group. If So, please tell us if you are interested in representing your area at this forum and we will look at setting up the first virtual meeting and developing a joint robust governance.

Please do not hesitate to contact us to discuss any of your concerns or for further information by contacting the mailbox - syicb.primarycaredata@nhs.net

GPC ADVICE                                                        

General Practice: Critically Endangered - Facing Extinction

Last Thursday, GPC England met at BMA House for the first meeting of 2026; this week marked ‘Blue Monday’ - the lowest emotional point of the winter. You won’t be alone in struggling to find the joy in general practice currently, especially given relentless online demand and respiratory illnesses which have taken their toll on practices and GPs nationwide.  We are seeing some of our busiest days, with record numbers of patient contacts leaving us feeling unsafe and unsupported - taking us further away from face-to-face continuity of care with our patients, the true bedrock of general practice.

We see and hear the immense effort you’re putting into adjusting staffing, systems, and subcontracting arrangements following on from October. We’re also grateful to those of you raising concerns about the sustainability and safety of the implementation. Your GPCE representatives discussed managing pressure, particularly when demand consistently outstrips capacity, and when we inevitably encounter situations where full compliance with the three access modes across the full hours of the day is just not feasible.

To this end, we will be holding two webinars at the end of the month - these will be of most interest to GMS contractors but will be open to all GPs - please sign up below.

This week your elected officer team will be meeting DHSC and NHSE to press on with discussions around the Government’s consultation on the 2026/27 GMS Contract and discussing our recent practice finance survey results, and we shall we following-up again with NHS England the week after too. Following these discussions once a final contract has been proposed, GPC England will vote on the final offer.
 
The committee also received:

·  Feedback from national GP focus groups – painting a widespread bleak midwinter picture – overworked, under-resourced, but importantly, still feeling the sense of value and pride in the work GPs do for our patients
· A keynote speaker from the Irish Medical Organisation who provided an overview of the GMS contract in the Republic of Ireland and the experience of negotiating their public/private 2019 contract
· Breakout groups to consider next steps in our contract dispute with reflections from our team of external strategic advisers with whom we are working on the new GMS contract

We know how vital these discussions are to the whole profession, we want your feedback and to bring you along with us, so please do join us either over lunch on the Wednesday, or on the Thursday evening:

· Wednesday 28 January 12 - 2pm register here 
· Thursday 29 January 7 - 9pm register here


Flu and Covid Vaccination Programme 2026-27

NHS England (NHSE) has published a joint COVID and flu specification for 2026. This moves the COVID vaccination programme to a practice level, removing the need for COVID vaccinations to be delivered via a PCN. However, practices will still be able to deliver just the flu programme. 

The BMA continues to raise with NHS England the impact the lack of uplift to item of service payments is having on the viability of both programmes with a number of practices informing the BMA that they are closely considering whether to continue participation in the flu programme in future years.

We are aware of the reduction in funding for the seasonal flu and covid programme. Nick Duckworth Senior Policy Advisor (Independent Contractors) National Negotiations and Representation for BMA writes:

'We've warned NHS England multiple times that they are fast approaching a situation where the vaccination programmes are simply financially unviable, and practices are forced into a position where they can no longer justify signing up (and we're aware of examples where that is already the case). We've also met with the UKHSA to deliver the same message, given the potential impact on public health if practices do withdraw. We're continuing to push it with NHSE and DH during the GMS contract consultation as well.''
Specification available here:
https://www.england.nhs.uk/long-read/2026-27-covid-adult-influenza-vaccination-service-specification-general-practice/?utm_campaign=525158_11122025%20NEWSLETTER%20GPs%20England%20M&utm_medium=email&utm_source=The%20British%20Medical%20Association%20%28Comms%20Engagment%29&dm_t=0,0,0,0,0,0,0,0
Power in numbers: uniting sessional GPs for change
3 Feb, 7–8.30pm

This is the second event in our national engagement series created to bring sessional GPs together, amplify your experiences, and ensure your voice drives the BMA’s work on your behalf.

At our first event, you told us the top three issues facing sessional GPs today:

· pay rates that are too low 
· underemployment and lack of available work 
· contracts not being honoured.

We listened, and this event is all about what the BMA can do to act on your behalf, and the rights you hold as a sessional GP. Register your place >

Ambient voice technologies

NHS England has published a press release claiming AI note taking 'could save clinicians up to 2 or 3 minutes for each patient consultation, freeing up more time for them to see other patients'. Practices are reminded of the guidance NHS England publishes and the necessary steps they must take should they choose to make use of these technologies. Patients must be made aware that consultations are recorded for interpretation by computer and their rights of access to any recordings made, and any interim transcripts created by the AVT should be made available for review. Errors, or 'hallucinations', in the AVT output, in addition to immediate correction, should be reported to the MHRA via its Yellow Card reporting scheme.




image1.png
& Rotherham LMC




image2.emf
NECS%20DPA%20for %20SYBICB%20Practices.doc


NECS%20DPA%20for%20SYBICB%20Practices.doc
Official-Sensitive: Commercial

[image: image1.png]A care system support organisation








TEMPLATE DATA PROCESSING AGREEMENT (NO SUPPLY AGREEMENT)

This is a template data processing agreement, for use when NECS is acting as a data processor but there is no associated contract for goods of services with the data controller (Supply Agreement). For example, where the data processing activity is commissioned by a person other than the data controller in question and there are no fees or changes payable by the data controller in question to NECS.

If there is a separate Supply Agreement between the data controller and data processor you should not use this template.

		





		DATA PROCESSING AGREEMENT



		between



		(1)
GP Practice: [Insert relevant organisation name]  



		and



		(2)
North of England Commissioning Support Unit (known as NECS)
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THIS AGREEMENT is made on 



 2024

BETWEEN:

(1)
GP Practice: [Insert relevant organisation name]   of [INSERT ADDRESS] (‘the Controller’); and

(2)
North of England Commissioning Support (NECS) of John Snow House, Durham DH1 3YG (‘the Processor’)


BACKGROUND


(A)
The Controller has appointed the Processor to process certain Personal Data (as described in the Annex to this Agreement) on its behalf.  The Controller has agreed to provide such Personal Data to the Processor for processing only in accordance with the terms of this Agreement from the date on which this Agreement is entered into (the Commencement Date).


IT IS AGREED as follows:

DEFINITIONS AND INTERPRETATION

1.1 The following definitions shall apply in this Agreement:

Data Guidance means any applicable guidance, guidelines, direction or determination, framework, code of practice, standard or requirement regarding information governance, confidentiality, privacy or compliance with the Data Protection Legislation (whether specifically mentioned in this Agreement or not) to the extent published and publicly available or their existence or contents have been notified to the Processor by the Controller and/or any relevant Regulatory or Supervisory Body.  This includes but is not limited to guidance issued by NHS Digital, the National Data Guardian for Health & Care, the Department of Health & Social Care, NHS England, the Health Research Authority, Public Health England, and the Information Commissioner; 

Data Loss Event means any event that results, or may result, in unauthorised processing of Personal Data including without limitation actual or potential loss, destruction, corruption or inaccessibility of Personal Data, including any Personal Data Breach;

Data Processing Services means the data processing services described in the Annex to this Agreement;

Data Protection Impact Assessment means an assessment by the Controller of the impact of the envisaged processing on the protection of Personal Data;

Data Protection Legislation means (i) the UK GDPR (ii) the DPA 2018 (iii) all applicable Law concerning privacy, confidentiality or the processing of personal data including but not limited to the Human Rights Act 1998, the Health and Social Care (Safety and Quality) Act 2015, the common law duty of confidentiality and the Privacy and Electronic Communications (EC Directive) Regulations 2003;

Data Protection Officer shall take the meaning given in the Data Protection Legislation;


Data Subject shall take the meaning given in the Data Protection Legislation;


Data Subject Access Request means a request made by, or on behalf of, a Data Subject in accordance with rights granted pursuant to the Data Protection Legislation to access their Personal Data;


Information Commissioner means the independent authority established to uphold information rights in the public interest, promoting openness by public bodies and data privacy for individuals and any other relevant data protection or supervisory authority recognised pursuant to the Data Protection Legislation;

Law means any law or subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, bye-law, enforceable right within the meaning of Section 2 of the European Communities Act 1972, regulation, order, regulatory policy, mandatory guidance or code of practice, judgment of a relevant court of law, or directives or requirements with which the Processor is bound to comply;


Personal Data shall take the meaning given in the Data Protection Legislation;

Personal Data Breach shall take the meaning given in the Data Protection Legislation;

Processing, controller and processor and cognate terms shall have the meaning given in the Data Protection Legislation;

Processor Personnel means any and all persons employed or engaged from time to time in the provision of the Services and/or the processing of Personal Data whether employees, workers, consultants or agents of the Processor or any subcontractor or agent of the Processor;

Protective Measures means appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data; ensuring confidentiality, integrity, availability and resilience of systems and services; ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident; and regularly assessing and evaluating the effectiveness of the such measures;

Regulatory or Supervisory Body means any statutory or other body having authority to issue guidance, standards or recommendations with which the Processor and/or Processor Personnel must comply or to which it or they must have regard, including:


(i) CQC;


(ii)

NHS England;


(iii)
the Department of Health; 


(iv)
the National Institute for Health and Care Excellence; 


(v)

Healthwatch England and Local Healthwatch;


(vi)
Public Health England; 


(vii)
relevant regulators of health and social care professionals, such as the General Medical Council, Nursing and Midwifery Council, and General Pharmaceutical Council;


(viii)
the Healthcare Safety Investigation Branch;

(ix)
Information Commissioner;

Sub-processor means any third party appointed to process Personal Data on behalf of the Processor related to this Agreement;

UK GDPR/DPA 2018 means the UK General Data Protection Regulation and Data Protection Act 2018;

Working Day means a day other than a Saturday, Sunday or bank holiday in England;

1.1.1 reference to any legislative provision shall be deemed to include any statutory instrument, bye law, regulation, rule, subordinate or delegated legislation or order and any rules and regulations which are made under it, and any subsequent re- enactment, amendment or replacement of the same; 


1.1.2 the Annex forms part of this Agreement and shall have effect as if set out in full in the body of this Agreement.  Any reference to this Agreement includes the Annex; and 


1.1.3 references to clauses and Annexes are to clauses and Annexes to this Agreement.


SCOPE OF THIS AGREEMENT  

1.2 In consideration of the Controller agreeing to provide or procure the provision of Personal Data to the Processor, the parties have agreed that:


1.2.1 from the Commencement Date, the terms of this Agreement will apply to and govern all processing of Personal Data by as part of the Data Processing Services; and

1.2.2 in the case of conflict or inconsistency between any of the provisions of this Agreement and the provisions of any other agreement between the Parties governing the Data Processing Services, the provisions of this Agreement shall prevail to the extent of such conflict or inconsistency.


PROCESSING OF PERSONAL DATA

1.3 The Parties acknowledge that for the purposes of the Data Protection Legislation and the delivery of the Data Processing Services, the Controller is the controller and the Processor is the processor. 


1.4 The Processor shall notify the Controller immediately if it considers that any of the Controller’s instructions infringe the Data Protection Legislation.

DATA PROTECTION IMPACT ASSESSMENTS


1.5 The Processor shall provide all reasonable assistance to the Controller in the preparation of any Data Protection Impact Assessment prior to commencing any processing. Such assistance may, at the discretion of the Controller, include:


1.5.1 a systematic description of the envisaged processing operations and the purpose of the processing;


1.5.2 an assessment of the necessity and proportionality of the processing operations in relation to the Data Processing Services;


1.5.3 an assessment of the risks to the rights and freedoms of natural persons; and


1.5.4 the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data.


1.6 The Processor shall provide all reasonable assistance to the Controller if the outcome of the Data Protection Impact Assessment leads the Controller to consult the Information Commissioner.

PROTECTIVE MEASURES


1.7 The Processor shall, in relation to any Personal Data processed in connection with its obligations under this Agreement:


1.7.1 process that Personal Data only in accordance with the instructions set out in the Annex, unless the Processor is required to do otherwise by Law.  If it is so required the Processor shall promptly notify the Controller before processing the Personal Data unless prohibited by Law.


1.7.2 ensure that it has in place Protective Measures, which have been reviewed and approved by the Controller as appropriate to protect against a Data Loss Event having taken account of the:


nature of the data to be protected;


harm that might result from a Data Loss Event;


state of technological development; and


cost of implementing any measures.


1.7.3 ensure that: 


the Processor Personnel do not process the Personal Data except in accordance with this Agreement (and in particular the Annex);

it takes all reasonable steps to ensure the reliability and integrity of any Supplier Personnel who have access to the Personal Data and ensure that they:


are aware of and comply with the Processor’s duties under this clause;


are subject to appropriate confidentiality undertakings with the Processor or any Sub-processor that are in writing and are legally enforceable;


are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third party unless directed in advance and in writing to do so by the Controller or as otherwise permitted by this Agreement;

have undergone adequate training in the use, care, protection and handling of Personal Data that enables them and the Processor to comply with their responsibilities under the Data Protection Legislation and this Agreement.  The Processor shall provide the Controller with evidence of completion and maintenance of that training within three Working Days of request by the Controller.

1.7.4 not transfer Personal Data outside of the UK or EEA unless the prior written consent of the Controller has been obtained and the following conditions are fulfilled:


the transfer is on the basis of adequacy regulations or exception or the Controller or the Processor has provided appropriate safeguards in relation to the transfer as determined by the Controller;


the Data Subject has enforceable rights and effective legal remedies;


the Processor complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Controller in meeting its obligations); and


the Processor complies with any reasonable instructions notified to it in advance by the Controller with respect to the processing of the Personal Data.


1.7.5 at the written direction of the Controller, delete or return the Personal Data (and any copies of it) to the Controller on termination of the Agreement unless the Processor is required by Law to retain the Personal Data.  If the Processor is asked to delete the Personal Data the Processor shall provide the Controller with evidence that the Personal Data has been securely deleted in accordance with the Data Protection Legislation within a period agreed within the written direction of the Controller.

TECHNICAL AND ORGANISATIONAL SECURITY MEASURES


1.8 Taking into account the state of the art, the cost of implementation and the nature, scope, context and purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, the Processor shall implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk, including, but not limited to, as appropriate:


1.8.1 the pseudonymisation and encryption of Personal Data; 


1.8.2 the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services;


1.8.3 the ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident; and

1.8.4 a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the security of processing.

SUB-PROCESSOR


1.9 Before allowing any Sub-processor to process any Personal Data related to this Agreement, the Processor must: 


1.9.1 notify the Controller in writing of the intended Sub-processor and processing;


1.9.2 obtain the written consent of the Controller;


1.9.3 enter into a written agreement with the Sub-processor which gives effect to the terms set out in this Agreement such that they apply to the Sub-processor; and 


1.9.4 provide the Controller with such information regarding the Sub-processor as the Controller may reasonably require.


1.10 The Processor shall ensure that the Sub-processor's access to the Personal Data terminates automatically on termination of this Agreement for any reason save that the Sub-processor may access the Personal Data in order to securely destroy it, unless the Processor or Sub-processor is required to do otherwise by Law.

1.11 The Processor shall remain fully liable for all acts or omissions of any Sub-processor.

SUBJECT ACCESS/RIGHTS REQUESTS


1.12 Subject to clause 3.13, the Processor shall notify the Controller immediately if it:


1.12.1 receives a Data Subject Access Request (or purported Data Subject Access Request) connected with Personal Data processed under this Agreement;


1.12.2 receives a request to rectify, block or erase any Personal Data connected with Personal Data processed under this Agreement;


1.12.3 receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation connected with Personal Data processed under this Agreement;


1.12.4 receives any communication from the Information Commissioner or any other Supervisory or Regulatory Body connected with Personal Data processed under this Agreement;


1.12.5 receives a request from any third party for disclosure of Personal Data connected with this Agreement; or


1.12.6 becomes aware an actual or suspected Data Loss Event.


1.13 This notification shall be given by emailing the original request and any subsequent communications to [INSERT ORGANISATIONS CONTACT DETAILS].

1.14 The Processor shall not respond substantively to the communications listed at clause 3.10 save that it may respond to a Regulatory or Supervisory Body following prior consultation with the Controller. 


1.15 The Processor’s obligation to notify under clause 3.10 shall include the prompt provision of further information to the Controller in phases, as details become available.


1.16 Taking into account the nature of the processing, the Processor shall provide the Controller with full assistance in relation to either Party's obligations under Data Protection Legislation and any complaint, communication or request made under clause 3.10 (and insofar as possible within the timescales reasonably required by the Controller) including by promptly providing:


1.16.1 the Controller with full details and copies of the complaint, communication or request;


1.16.2 such assistance as is reasonably requested by the Controller to enable the Controller to comply with a Data Subject Access Request within the relevant timescales set out in the Data Protection Legislation;


1.16.3 such assistance as is reasonably requested by the Controller to enable the Controller to comply with other rights granted to individuals by the Data Protection Legislation including the right of rectification, the right to erasure, the right to object to processing, the right to restrict processing, the right to data portability and the right not to be subject to an automated individual decision (including profiling);

1.16.4 the Controller, at its request, with any Personal Data it holds in relation to a Data Subject;


1.16.5 assistance as requested by the Controller following any Data Loss Event;


1.16.6 assistance as requested by the Controller in relation to informing a Data Subject about any Data Loss Event, including communication with the Data Subject;

1.16.7 assistance as requested by the Controller with respect to any request from the Information Commissioner, or any consultation by the Controller with the Information Commissioner;


1.16.8 the Controller with any copies of requests from Data Subjects seeking to exercise their rights under the Data Protection Legislation.  Such requests must be sent, to [INSERT ORGANISATIONS CONTACT DETAILS] immediately, and in no longer than one Working Day of receipt by the Processor. 

1.17 The Processor shall allow for audits of its delivery of the Data Processing Services by the Controller or the Controller’s designated auditor.


1.18 The Processor shall provide the Controller with evidence to demonstrate compliance with all of its obligations under this Agreement and the relevant Data Protection Legislation. 

DATA PROTECTION OFFICER


1.19 The Processor shall designate a Data Protection Officer if required by the Data Protection Legislation, and shall communicate to the Controller the name and contact details of any Data Protection Officer.

RECORD OF THE DATA PROCESSING ACTIVITIES


1.20 The Processor shall maintain complete and accurate records and information to demonstrate its compliance with this Agreement, the Data Protection Legislation and Data Guidance.  The Processor must create and maintain a record of all categories of data processing activities carried out under this Agreement, containing:


1.20.1 the categories of processing carried out under this Agreement; 


1.20.2 where applicable, transfers of Personal Data to a third country or an international organisation, including the identification of that third country or international organisation and, where relevant, the documentation of suitable safeguards; 


1.20.3 a general description of the Protective Measures taken to ensure the security and integrity of the Personal Data processed under this Agreement; and


1.20.4 a log recording the processing of Personal Data in connection with this Agreement comprising, as a minimum, details of the Personal Data concerned, how the Personal Data was processed, where the Personal Data was processed and the identity of any individual carrying out the processing.


1.21 The Processor shall ensure that the record of processing maintained in accordance with clause 3.18 is provided to the Controller within two Working Days of a written request from the Controller. 


1.22 This Agreement does not relieve the Processor from any obligations conferred upon it by the Data Protection Legislation.


1.23 The Parties agree to take account of any guidance issued by the Information Commissioner. The Controller may on not less than 30 Working Days’ notice to the Processor amend this Data Processing Agreement to ensure that it complies with any guidance issued by the Information Commissioner.


1.24 The Controller may, at any time on not less than 30 Working Days’ notice, revise this clause by adding to it any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when incorporated by attachment to this Agreement).


1.25 The Processor shall deliver the Data Processing Services in accordance with all Data Protection Legislation, any Data Guidance and this Agreement and in particular that it has in place Protective Measures that are sufficient to ensure that the delivery of the Data Processing Services complies with the Data Protection Legislation and ensures that the rights of Data Subjects are protected.  The Processor shall not do or omit to do anything that will put the Controller  in breach of the Data Protection Legislation or the Data Guidance.  


1.26 The Processor must assist the Controller in ensuring compliance with the obligations set out at Article 32 to 36 of the UK GDPR, taking into account the nature of processing and the information available to the Processor.


1.27 The Processor must take prompt and proper remedial action regarding any Data Loss Event. 


1.28 The Processor must assist the Controller by taking appropriate technical and organisational measures, insofar as this is possible, for the fulfilment of the Controller obligation to respond to requests for exercising rights granted to individuals by the Data Protection Legislation.

TERM AND TERMINATION

1.29 This Agreement shall commence on the Commencement Date.  Either party may terminate this Agreement on 30 Workings Days’ notice in writing. 


1.30 Without affecting any other right or remedy available to it, the Controller may immediately terminate this Agreement by notice in writing to the Processor if the Processor commits a material breach of any provision of this Agreement or the Processor repeatedly breaches any of the provisions of this Agreement.


1.31 On termination of this Agreement:


1.31.1 any rights, remedies, obligations or liabilities of the parties that have accrued up to the date of termination, including the right to claim damages in respect of any breach of this Agreement which existed at or before the date of termination, shall not be affected; 


1.31.2 the provisions of this Agreement which place obligations on the Processor in respect of the processing of Personal Data shall continue in force and effect until such time as all Personal Data (including all copies thereof) has either been returned and/or destroyed in accordance with this Agreement (unless otherwise strictly required by Law); 


1.31.3 without prejudice to the foregoing sub-clause, the provisions of this Agreement that expressly or by implication are intended to come into or continue in force on or after termination of this Agreement shall remain in full force and effect.

REMEDIES AND NO WAIVER

1.32 Nothing in this Agreement excludes or limits any liability which cannot legally be excluded or limited including, but not limited to, liability:


1.32.1 between the Parties under the Data Protection Legislation;


1.32.2 for death of personal injury caused by negligence; and


1.32.3 for fraud of fraudulent misrepresentation.



1.33 This clause sets out specific heads of excluded loss:


1.33.1 Subject to clause 5.1, the types of loss listed in clause 5.2.2 are wholly excluded by the parties.


1.33.2 The Processor shall not be liable under this Agreement for: 

loss of profits;

loss of sales or business;

loss of agreements or contracts;

loss of anticipated savings;

loss of use or corruption of software, data or information (outside the remit of the Data Processing Services);

loss of or damage to goodwill;

any other type of special, indirect or consequential loss.

1.34 The rights and remedies provided under this Agreement are in addition to, and not exclusive of, any rights or remedies provided by Law or in equity including under the Data Protection Legislation.


1.35 A waiver of any right or remedy under this Agreement or by Law or in equity is only effective if given in writing and signed on behalf of the party giving it and any such waiver so given shall not be deemed a waiver of any similar or subsequent breach or default.


1.36 A failure or delay by a party in exercising any right or remedy provided under this Agreement or by Law or in equity shall not constitute a waiver of that or any other right or remedy, nor shall it prevent or restrict any further exercise of that or any other right or remedy.  No single or partial exercise of any right or remedy provided under this Agreement or by Law or in equity shall prevent or restrict the further exercise of that or any other right or remedy.

NOTICES

1.37 Any notice given to a party under or in connection with this Agreement shall be in writing in the English language and shall be sent by email to the relevant address set out below.

GP Practice Contact:  [INSERT A CONTACT EMAIL ADDRESS]

NECS Contact:  Sally.Denton@nhs.net (also copy to team mailbox Necsu.datateam@nhs.net)


1.38 Any notice validly given in accordance with the foregoing clause shall be deemed to have been received the following Working Day.

GENERAL

1.39  The Processor shall not assign, transfer, mortgage, charge, subcontract, declare a trust over or deal in any other manner with any or all of its rights and obligations under this Agreement without the prior written consent of the Controller. 


1.40 No variation of this Agreement shall be effective unless it is in writing and signed by the parties to this Agreement.


1.41 This Agreement may be executed in any number of counterparts, each of which when executed and delivered shall constitute a duplicate original, but all the counterparts shall together constitute the one agreement.  No counterpart shall be effective until each party has executed at least one counterpart.


GOVERNING LAW AND JURISDICTION

1.42 This Agreement and any dispute or claim arising out of or in connection with it or its subject matter or formation (including non-contractual disputes or claims) shall be governed by and construed in accordance with the Law of England.


1.43 Each party irrevocably agrees that the courts of England and Wales shall have exclusive jurisdiction to settle any dispute or claim arising out of or in connection with this Agreement or its subject matter or formation (including non-contractual disputes or claims), provided that nothing in this clause shall prevent a party from enforcing any judgement obtained in the court of England and Wales in any other court with jurisdiction over the other party.


THIS AGREEMENT has been entered into on the date stated at the beginning of it.

SIGNATORIES

To become legally binding, this agreement must be signed by relevant directors from both the Controller and the Processor.


		Signed by [NAME OF DIRECTOR] for and on behalf of [Insert controller Name]:




		

		



		

		

		
Signature of Director



		

		

		
Name of Director



		

		

		Date





		Signed by Richard McLeod for and on behalf of NECS:




		

		



		

		

		
Signature of Director



		Richard McLeod, Business Information Services Director

		

		
Name of Director



		

		

		Date





APPENDIX 1


Data Specification 


South Yorkshire ICB Primary Care Data

		Summary



		*Subject matter of the processing

		The extraction and pseudonymisation of a GP Practice patient dataset, from the GP Practice clinical system, by North of England Commissioning Support Unit (NECS).



		*Duration of the processing

		Extraction by NECS, of GP Practice dataset for as long as a SLA between South Yorkshire ICB and NECS remains in place for this service to be undertaken.



		*Nature and purpose of the processing




		Identifiable data will flow from GPs into NECS, who will pseudonymise and flow data to the South Yorkshire ICB.  National Data Opt-Outs are applied during the process to extract data from the GP system supplier platforms.

The ICB does not hold the pseudonymisation linkage key (to re-identify patients) and hence the data received is considered anonymised in the hands of the recipient.  In addition, the ICB or anyone else are unable to re-identify patients without NECS input.


If there is a need for a clinical intervention (direct care) at an individual level, the pseudonymised identifiers can be sent to NECS DSCRO. The DSCRO can pass on the actual identities to the GP practices for further action.

The purpose of the processing is to support:


· Population Health Management and identifying health inequalities.  


· Risk Stratification to identify those most in need of support.


· Facilitate service re-design of patient pathways, evaluating services and monitoring patient outcomes to ensure ROI. 


· Mitigate Health inequalities and for research projects to improve long term health of our patients.


· Support rapid innovation across South Yorkshire by undertaking service evaluation and outcomes analysis.






		Dataset Detail 



		Dataset (s)

		Primary care data



		Legal basis for sharing

		General Data Protection Regulations

· Article 6(1)(e) – all personal data: Processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller.

· Article 9(2)(h) – special categories of personal data: Processing is necessary for the provision of health or social care systems and services.

· (Research Purposes)  Article 9(2)(j) Archiving, research and statistics (with a basis in law): (archiving purposes in the public interest, scientific or historical research purposes or statistical purposes)



		Compliance with confidentiality and privacy rights

		· Common Law Duty of Confidentiality and Article 8 Human Rights Act 1998: The Parties will ensure they comply with these obligations.


· Section251 exemption for Risk Stratification has CAG Reference: 23/CAG/0114

· ICB seeking to expand the scope 23/CAG/0114   Section251 CAG approval to cover additional purposes beyond risk stratification.



		*Type of Personal Data

		Personal data collected will be:


· Health data (including mental health).


· Demographic data. 


· Racial or ethnic origin.

· sexual orientation 







		*Categories of Data Subject

		Patients currently registered with South Yorkshire ICB GP Practices



		Data Extraction, Authorised Recipients and Data to be Shared



		Included in the data extract




		Data collected will be from the following tables (This List forms the initial extract and may be amended in the future due to availability / system changes):

TPP

EMIS

SRActivityEvent

Appointment

SRAppointment

Consultation

SRCode

Diary

SRCtv3

Event

SRCtv3Hierarchy

Medication

SRCtv3ToSnomed

MedicationIssue

SRCtv3ToVersion2

Patient

SRImmunisation

Problem

SRLetter

Referral

SRMedicationReadCodeDetails

SROrganisation

SRPatient

SRPatientAddressHistory

SRPatientRegistration

SRPrimaryCareMedication

SRReferralOut

SRStaffMemberProfile

SRVisit

SRMapping

SRMappingGroup





		Excluded from the data 

		The exclusion criteria are as follows:

· National Data Opt-Outs

· Local Opt-Outs

· Type 1 Opt-Outs

· Other dissent codes as agreed by the GPs. 

· Legally Restricted codes





		Frequency of extraction

		Daily



		Data to be shared

		Pseudonymised Data will be shared with South Yorkshire ICB 



		Authorised Recipients

		· NECS


· South Yorkshire ICB


Microsoft Limited provide cloud services to NECS and supply support to NECS' processing. Data will be hosted in the cloud but Microsoft Limited can not access the data.






		Special Conditions

		The extraction and processing of data by NECS is currently limited to risk stratification as covered by the existing section251 in place.  Once the scope of the section 251 has been modified then the additional purposes noted under section Nature and purpose of the processing will then apply. 





		Data Retention

		Data to be deleted on a timescale to be agreed on termination of the contract and aligned to NHSE Records Management Code of Practice 2021.





		Authorisation



		Practice Name

		



		Practice Code

		



		Signatory Name

		



		Position

		



		Date

		



		Signature
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